How to use OWASP Zed Attack Proxy
(zaproxy)

Motivation

Finally, after writing the papers, How to securely isolate Damn Vulnerable Linux with VirtualBox and
How to securely isolate Kali Linux with VirtualBox, this paper is dedicaated to the execution of attacking
the Web and DataBase services on Damn Vulnerable Linux with Zed Attack Proxy.

If you are not familiar with this beautiful, free tool, review it here:
http://tools.kali.org/web-applications/zaproxy

Basically, this tool enables Pen Testers an automated method to attack web servers and validate the
security level of said.

Test environment layout

My workstation is running Ubuntu 16.10.

| am first installing VirtualBox 5.1.6 for Ubuntu, using method 2 below.
Damn Vulnerable Linux 1.5 running inside of VirtualBox 5.1.

Kali Linux running in inside VirtualBox 5.1.

Setup and deployment

Asuming you followed the previous papers mentioned in Motivation, go ahead and start both virtual
machines now.


http://tools.kali.org/web-applications/zaproxy

pdating the TeX package database
: Updating ~usr-sharestexmf-ls-R...
¢ Updating ~usr/sharestexnf-var-sls-R...
: Updating rvar- tmprtexfonts-sls-R...
: Done.

Welcome to Damn Vulnerable Linux Strychnine

Never run this distribution in any production environment?
IITAC is not responsible for any losses of any kind?
onnercial usage needs a specific license!

The system is up and rumming now.

Login as "root"”, with passuword “toor", both without gquotes, lowercase.

After you login, try the following commands:

startx ... to run Xwindow system in VESA node 1024x768 at 7?5Hz (KDE)

run Xwindow system in UESA node 1024x768 at 7SHz (FluxBox)
xconf .... to awtoconfigure your graphics card for better performance
ati autoconfigure ati drivers (download ati.lzm required)
Other commands you may find useful (for experts onlyt):

configsavesconfigrestore ... to save and restore all filesystem changes
fileswap .... to create special file for swapping RAM to your harddisk

When finished, use

poweroff" or “"reboot" command and wait until it completes

This distro is based on BackTrack 2.0 Final

This is the login screen for Damn Vulnerable Linux. Your user name is root and the password is toor.



After you login, try the following commands:

startx ... run Xwindow system in UESA node 1024x768 at 7?SHz (KDE)

run Xwindow system in VESA node 1024x768 at 75Hz (FluxBox)
xconf ... autoconfigure your graphics card for better performance
ati autoconfigure ati drivers (download ati.lzm required)
Other commands you may find useful (for experts onlyt):

conf igsavesconfigrestore ... to save and restore all filesystem changes
fileswap .... to create special file for swapping RAM to your harddisk

When finished, use "poweroff” or “reboot” command and wait until it completes

Type in “startx &” and hit enter.
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Using the left icon, | believe KDE gears, follow the diagram and start the HTTPD service.
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Start the Postgres service.
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Start the Tomcat service.

Now, Switch to the running Kali Linux virtual machine.
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Once you authenticate in (username root, password toor), this is what you will see.

Applications ~  Places + Sun Nov 27, 17:01®

Favoritas B ooesiie

01 - Information Gathering
commix
- Vulnerability Analysis

- Web Application Analysis = httrack
Database Assessment

owasp-zap
- Password Attacks
- Wireless Attacks e
- Reverse Engineering skipfish
- Exploitation Tools )
| sqlmap
- Sniffing & Spoofing
- Post Exploitation w3af

- Forensics B

& e

2 - Reporting Tools
Social Engineering Tools
- System Services

Usual applications

Activities Overview
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ZAP Tips and Tricks:

Add your target application to a Context using the ‘right click'
menu: 'Include in Context’,

This allows you tell ZAP more aboutt the target, such as the
authentication, the users and the technology it uses.

INFO: Init/alzing Invoke external applications passing contex |
t related information such as URLs and parameters

INFO: Initialzing Handles anti cross site request forgery (€S
RF) tokens

INFO: Initialzing ExtensionAuthentication

You will see this on the initial startup of the application.

Elle Edit View Analyse Beport Tools Qnline Help
= ]

StandardMode ) | | & i 5 @& O 2ED

& P PO RERE @
[[4 Quick start # | = Request | Responses= | + |

enan
v 8 Conimls Welcome to the OWASP Zed Attack Proxy (ZAP)
[ Default Context

@ sSites

ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.

Please be aware that you should only attack applications that you have been specifically been given permission to test.

To quic

UR:to o e Always check for updates on start? e retie)

This option can changed via Tools/Options
Progress
Cancel |
v
= History | ° Search | [ alerts | output | 4 |
@ @ | FiterofF
id Req. Timestamp Method URL Code Reason RTT Size Resp. Body Highest Alert | Note Tags

1)
i
[
0

Aerts B0 B0 10 RO Current Scans 42 0 0 2 0 @0 ¥o 0 ¥




Click OK.

Applications v Plac

installed | Marketplace |

Elle Edit Yiew Analyse Report Toois Qnline Held frmcore
Standard Mode Edm g 3 =L | 2.5.0: ZAP is on the latest version
*) Add-ons
v Name 4| Description Update
— Active scanner rules The release qualty Active Scanner rules vpdate L) [+ oxy (ZAP)
(& Contexts AdvFuzzer Advanced fuzer for manual testing Update [J
Default Context Ajax Spider Allows you ta spider sites that make heawy use of jav... Update [J fs in web applications.
@ sites Context Alert Filters Allows you to automate the changing of alert risk leve o
Core Language Files Translations of the core language files o cifically been given permission to test.
Diff Displays a dialog showing the differences between 2 =]
Directory List v1.0 List of directery names to be used with "Forced Brows... o
Forced Browse Forced browsing of files and directories using code fr... =
Getting Started with ZAP... A short Getting Started with ZAP Guide o | @ Select... |
Help - English English (master) version of the ZAP help file, o
Invoke Applications Invoke external applications passing context related i.. Update [J
Online menus ZAP Online menu items. u
Passive scanner rules The release quality Passive Scanner rules Update [J s
Quick Start Provides a tab which allows you to quickly test a targ.. o
= History |  Search | FuAlerts | | output [ | | Reveal Show hidden flelds and enable disabled flelds ol
T ele e Update All || Close
1d Req. Timestamp Method . Body Highest Alert | Note Tags B
y
v
Alerts RO RO L0 RO Current Scans 420 Po Ao @0 Wo 0 Fo

If you have internet access, click on Update All.

Installed | Marketplace \

Elle Edit View Analyse Report Iools Qnline Helg Eo-core
Standard Mode. | Sdm 2.5.0 ! ZAP is on the latest version
@ sites | + i
@OBE Name & Description Update
= Active scanner rules The release quality Active Scanner rules 100% . ny ZAP
¥ & Contexts AdvFuzzer Advanced fuzzer for manual testing 100% ( )
Default Context Ajax Spider Allows you ta spider sites that make heavy use of Jav... 100% s in web applications.
@ sites Context Alert Filters Allows you to automate the changing of alert risk leve... =]
Core Language Files Translations of the care language files a cifically been given permission to test.
Diff Displays a dialog showing the differences between 2 ... o
Directory List v1.0 List of directory names to be used with "Forced Brows... ]
Forced Browse Forced browsing of files and directories using code fr... u sel
Getting Started with ZAP... A short Getting Started with ZAP Guide a JSAINE ki)
Help - English English (master) version of the ZAP halp file. o
Invoke Applications Invoke external applications passing context related i... 100%
Online menus ZAP Online menu items =]
Passive scanner rules The release quality Passive Scanner rules 100% 4
Quick Start Provides a tab which allows you to quickly test a targ... =]
= History | y Search | P alerts | output | Reveal Show hidden fields and enable disabled fields [BEL
@ @ | Fiterorr Il Selecte ate Selecte Update All || Close
id Req. Timestamp Method Al updates downloaded, see Output tab for details. . Body Highest Alert | Note Tags

B
s
[
0

Aerts B0 B0 10 RO Current Scans 42 0 0 2 0 @0 ¥o 0 ¥
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Now open the broswer Iceweasal.

S« - @
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Open Preferences.

P - Sun Nov 27, 17:03®

Advanced

General Data Choices Network Update  Certificates

Connection

Configure how Iceweasel connects to the Internet Settings... i

Cached Web Content
Calculating web content cache size... Clear Now

ssion to test.

Override automatic cache management
Limit cache to 1024 MB of space

Offline Web Content and User Data

Your application cache is currently using O bytes of disk space Clear Now
ts whil thi h ZAP
Tell me when a website asks to store data for offline use Exceptions... e viie prowying fhreug 1)
The following websites are allowed to store data for offline use: [*
ert | Note | Tags B
.
v

Alerts W0 N0 (U0 WO Current Scans &0 2 0 ©0

Under Advanced, Network, click on Settings.
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| Note | Tags [E]

v
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Change to Manual, input localhost, port 8080. Check the box for “Use this proxy...” and click OK.
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Security  Kali Linux  Kali Docs Kali

Index of /

Nanme Last modified Size Description

& parent Directory 18-Jan-2009 21:58
2D bases 18-Jan-2009 21:58 - =

2 beet/ 18-Jan-2009 21:58

info.php 18-Jan-2009 21:58 1k
2 nanuats 18-Jan-2009 21:58
D states 18-Jan-2609 21:58 - [ssion to test.
@ phpnyadnin/ 18-Jan-2009 21:58
(2 unicornscans 18-Jan-2009 21:58

8] webexploitation_pack..> 18-Jan-2009 21:58
@ webexploitation pack..> 18-Jan-2009 21:58

Apache/1.3.37 Server at bt.example.net Port 80

ests while proxying through ZAP

|

| v

lert | Note | Tags ®

1 27/11/16 17:03:52 GET http://172.20.0.1 20/ 502 Bad Gateway 3s 1.96 KiB A
3 27/11/16 17:04:03 GET http://172.20.0.103/ 200 OK 6ms 1.57 KiB ¥ Medium

v

Alerts W0 U2 (U2 WO Current Scans &0 2 0 ©0 20 ,°0 40 o




Now, in the browser, put the IP address of the Damn Vulnerable Linux server, here | have 172.20.0.103.
To check, open a terminal and type in “ip a” this will show the address on the DVL virtual machine. Plug
that result in here.
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Mdexotr
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Index of
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Eile Edit Yiew Analyse Report Tools Online Help

(StandardMode ) (| B M & A "E D08 D@2 & 7 eb b 0 % © B3
F [% quick start # | = Request | Response«= | 4

@EEE
v 5 contexts Welcome to the OWASP Zed Attack Proxy (ZAP)

[ Default Context ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.

(&)

Please be aware that you should only attack applications that you have been specffically been given permission to test.

103

> Wl icons To quickly test an application, enter its URL below and press 'Attack’
_ http://172,20.0.120

URL to attack: | http:// elect,
| 4 attack || M stop
= Progress Not started

For a more in depth test you should explore your application using your browser or automated regression tests while proxying through ZAP

See the help file for more details 1,
v
= History | O Search | ¥ alerts | | output | 4
@ @ | FilterOFF

id | Req, Timestamp | Method | URL | code | Reason | RTT | Size Resp. Body | Highest Alert | Note | Tags 5]
1 27/11/16 17:0352 GET hitp://172.20.0.120/ 502 Bad Gateway 3s 1.96 KiB N

3 27/11/16 17:04:03 GET hitp://172.20.0.103/ 200 OK 6 ms 1.57 KB # Medium
v
Alerts W0 fu2 (U2 RO Current Scans 0 A 0 @0 #o ,0 (40 Ho

In OWASP ZAP, you will see the IP address populate under Sites.
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Elle Edit View Analyse Report Tools Online Help
(StandardMode ) [ E M 5 & 4 "R 208 DDE £V b h 0 @R o=
[% quick Start # | = Request | Responses= | 4 |

¥ (3 contexts AP)

(i (@ Default Context lications.
e v @ M sSites
o Scope In given permission to test.
o | (e —
arting poin -
[ http://172.20.0.120 gl http://172.20.0.103/ @ select...
L=2) " ~
Context: @ select
828 user:
o
Recurse o]
Spider Subtree Only o]
d regression tests while proxying through ZAP.
Show Advanced options 0
|
| | 4
= History | & Search | ¥ Alerts | | output | 4
@ @ T Filter.oFF
Id | Req, Timestamp | Method [URL | | [ Highest Alert | Note |Tags [E
1 27116 17:0%52 GET http:/ 0
3 27/11/16 17:04:03 GET hittp: cancel || Reset |[ startscan || P Medium
v
Alerts [0 82 (12 WO Current Scans § 0 2 0 @0 #o 0 Lo #o

Most items in ZAP are right-click sensitive, meaning you can right click to open additional dialogues.
Right click under Sites on the IP address and choose: Attack, Spider. Check the box for Spider Subtree
Only, and hit Start Scan.



Sun Nov 27, 17:058

Index of /

Elle Edit View Analyse Report Tools Online Help
(StanderdMode ) [ E M 5 & 0 "R 2058 DDE £ 7 €k b @ ¥ w o=
[% quick Start # | = Request | Responses= | 4 |

— - Welcome to the OWASP Zed Attack Proxy (ZAP)

[E] Default Context ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications,
v @ M Sites

Please be aware that you should only attack applications that you have been specifically been given permission to test.

| #GETibase To quickly test an application, enter its URL below and press 'Attack"

# GET:beef
> # base

[ GETibeef() URL to attack: | http:/f @ Select.
|| # GET:beef(M) | 4 Attack LI

|| # GET:beefis) Progress Not started

] # GET:beef(D)

» ] % beef
L] # GET.docs For amore in depth test you should explore your application using your browser or automated regression tests while proxying through ZAp,
> icons
1 ¥ GETrobots.tit See the help file for more details U
= /'*r‘r‘. - ) ol L] L
[ = History | & search | 8 lerts | | output [ # spider # % | &
3 New Scan  Progress: | 0: http://172.20.0.103/ ﬂ m o | 24% ' Current Scans:1 - URIs Found: 755  [= Show Messages 5
Processed | Method | URI | Flags 5]
] GET Ep: 76, &xtample. netiwe b explontation_package_02/joomlal O emplatesith.,,  OUT_OF_SCOPE N
= GET http: /bt example.netiwe bexploitation_package_02/joomlal 09/imagesistorie... OUT_OF_SCOPE
GET http: /71 72.20.0.103/webexploftation_package_02/joomlal0gfindex.phpitemi
@ POST http://bt. example.netfwebexploitation_package_02/joomlal 09/index.php QUT_OF_SCOPE
@ POST http://bt. example.netfwebexploitation_package_02/joomlal09/index.phpilte... OUT OF SCOPE
@ GET http://172.20.0.103/webexploitation_package_02/nabopoll/?N=D
@ GET hittp:/7172.20.0.103/webexploitation_package_02/nabopoll/1M=A
@ GET http:/7172.20.0.103/webexploitation_package_02/nabopollf?
® GET http://172,20.0.103/webexploitation_package_02/nabopell/1D=
@ GET http:/7172,20,0.103/webexploitation_package_02/nabopoll/admins v
Alerts R0 Fi2 2 RO Current Scans 0 2 0 @0 #1 40 L0 o

Spider in progress.
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Eile Edit Yiew Analyse Report Tools Online Help

(Standardmode ) (| Ed M 2 & S22 E B8 ODNE &5 @ b @ ¥ &
+ [+ quick start # | = Request | Response«= | &
@EEE

Welcome to the OWASP Zed Attack Proxy (ZAP)

[ Default Context ZAF is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.

¥ 5 contexts N

Please be aware that you should only attack applications that you have been specffically been given permission to test.

To quickly test an application, enter its URL below and press 'Attack"

\ # GETbecf(N] URL to attack: | http:// Select
] m # GET:beef(M) | 4 attack || M stop

! # GET:beef(S) Progress: Not started
¥ # GET:beef(D)

> P #beef
L1 R % GET:docs For amore in depth test you should explore your application using your browser or automated regression tests while praxying through ZAP.
» L icons

[ ® # GETirobots.tt See the help file for more details W
v

. v
[ History | % search | ¥ lerts | | | output | 4 spider # = | 4
# New Scan * Progress: | 0: http://172.20.0.103/ |=] Il M < Current Scans: 0 URIs Found: 2156 = [=] Show Messages =)
Processed | Method |URI | Flags 5]

] POST REtp: 7172, 20.0.103/phpmyadmin/scripts/setup. php a

@ POST http:/7172,20,0.103/phpmyadmin/scripts/setup. php

@ POST http:/7172,20.0.103/phpmyadmin/scripts/setup. php

[ POST nttp: /71 72,20,0.103/phpmyadmin/scripts/setup. php

"] POST http: /71 72,20,0.103/phpmyadmin/scripts/setup. php

GET nttp: /i, phpmyadmin. net/?token=965f99a93¢ch 7685956 9h896097b31ffe  OUT_OF_SCOPE

@ GET https:#sourceforge net/donate/index. php?group_id=23067&token=965f99... OUT OF SCOPE

@ GET hittp:/7172.20.0.103/unicornscanfindex. php?sessid=WDt/rQ==WRGIHW4S V...

@ GET http:/7172.20.0.103/unicornscanfindex. php?s e ssid=WDtVr b9 ZljpsrF

@ GET hitp:/7172.20.0.103/unicornscanyindex. php?sessid=WDttw==UgsKZgEd]I6... v
Alerts W0 (U3 (U6 WO Current Scans §# 0 2 0 ©0 30 ,°0 40 o

Spider finished.
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File Edit View Analyse Report Tools Online Help
Stenderdvode v) [ | BHM G 4B 0@6 OO &V 6P P oXxER 9@
[% quick Start # | = Request | Responses= | 4 |

GRas

5 Contents .| Welcome to the OWASP Zed Attack Proxy (ZAP)
[E] Default Context ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications,

v @ M Sites

0 Please be aware that you should orly attack applications that you have been specifically been given permission to test.

Ll P #GETbase P () Al Gz FL below and press ‘Attack’
|| P # GET:beef Delete % spider...
> ] P #base Include in Context > | % Forced Browse site @ select
[ ] m & GET:beef(N) Run application * | A Forced Browse directory [ @ select. |
™ % GET:beef(M) Flag as Context » | Forced Browse directory (and children)
] m % GETibeef(S) Resend... & Fuz.
|1 M # GET:beef(D) New Alert... 5 AJAX Spider..
> ® ®beef how in History Tab
[ # GET:docs Open URL in Browser
T RS For a more in depth test you should explore your application using your browser or autemated regression tests while proxying through Zap,

o @ GETrobotstt | Exclude from Context » See the help file for more detalls. /
S o wecTcs o] Exclude from i z
) greak..
PE e e for his o .
% New Scan - Progress: [0: hittp| Generate Anti CSRF Test FORM 100% < Current Seans:0 - URIs Found: 2156 (= Show Messages &
Processed IR 2 (R [ URI | Flags E
. | N o EPEREE REtp: /7L 72. 20.0.103/phpmyadmin/sc rpts/setup. php .
=) Include Channel Url in Context > http://172.20.0.103/phprmyadmin/scripts/setup. php
@ Exclude Channel Url from Context > http://172.20.0.103/phpmyadmin/scripts/setup. php
@ Refresh Sites Tree hittp: /11 72.20.0.103/phpmyadmin/sc ripts/setup. php
] Sove Row . hittp://172.20.0.103/phpmyadmin/sc ripts/setup. php
=] hittp: [fwww. phpmyadmin. net/?token=965f99a93ch 7e8595e0b896097b31ffe  OUT_OF SCOPE
- (R 0 2 i L https:/jsourceforge.net/donate/index. php?group_id=23067&token=065f30... OUT_OF_SCOPE
® Ul i o L http:[/172.20.0.103/unicornscanfindex.php?sessid=WDtVrQ==WRGIHWAS V...
@ GET hittp: /11 72,20,0.103/unicornscan/index,php?sessid=woryr bOZIp6IF...
@ GET hittp: /11 72,20,0.L03/unicarnscan/index,php?sessid=WOtytw——!UgeKZ gEdI6... v

Alerts PO (93 (16 MO Current Scans § 0 2 0 ©0 o 0 L0 Ho
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Index of /

File Edit View Analyse Report Tools Online Help
(standardmode ) (| Ed W E & 220 D08 ODDE &7 @b b
+

@oGEE .
v 5 Contexts | ['scope | input vectors | custom vectors | Technology | Policy IAP)

[ Default Context lications.

starting point:
== http:/f172.20.0.103/2D=D/ @ Select n given permission to test
Policy: Default Policy
Context:
eef(M)
eefii) User
" GET:beef(S) R o]
| ] M # GET:beef(D)
> W beef Show advanced options It}
L] w % GET:docs d regression tests while proxying through ZAP.
» [icons
| GET:robots.bt v
v

[ = History | G search | [ alerts | | | output [ # Spider #

% New Scan - Progress: [0 http://172.20,0.103/ |»] Il M £l show Messages &

Processed | Method ®
[ POST N
@ POST
@ POST
@ POST
@ POST

joes ( Concel J| Reset J| StartScan J} _ pe
o GET T Hitps JisoUrcetorge netidonat efindex. php?group 1d=23067 &token=065r98. . OUT_OF_SCOPE
@ GET hittp: /71 72.20.0.103/unicornscanfindex. php?sessid=WDt/rQ==WRGIHW4S V...
@ GET hittp: /71 72.20.0.103/unicornscan/index php?sessid=WDt/rQ==UbSZljjp&rF.
@ GET hittp: /71 72.20.0.103/unicornscan/index. php?sessid=Wot g5KZGE]I6... v

Alerts B0 3 6 RO Current Scans §0 2 0 @0 ¥0 ,°0 L0 #o




Check the box for Advanced Options.
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Security

File Edit View Analyse Report Tools Online Help

StandardMode ) || B W 5 & B @00
+
— = = ve Scan
GEE
= r
¥ (7 contexts Scape | Input Vectors | Custom Vectors | Technology | Policy IAP)
lications.
v Pol Policy ™)
Client Browser = || In given permission to test.
1 @ GET:base Information Gathering Policy: | Defauilt Policy =)
% GET:beef Injection Default Alert Threshold | (Mare potential issues flagged)
B M W base Miscellaneous low ¥ P a9
7 @ w cEnbeefi) Senver Security Default Attack Strength oy | v) (Fewer attacks)
L1 ® # GET:beef(M) Apply|Low | ¥| Threshold To | Al +|Rules | Go
|| P # GETibeef(s)
A # GETibeef(D) Apply|Low  |¥|StrengthTo |4l | Rules| Go
>0 P #beef Category 4| Threshold | strength |
L] P #GET:docs Client Browser d regression tests while proxying through ZAP.
» icons Information Gathering Low Low
|| @ GETirobots.tdt Injection Low Low |
et Miscellaneous Low Low - I
[ = History | & search | [0 alerts || | output [ # Spider # Server Security Low Low
% New Scan - Progress: |0: hitp://172,20,0.103/ | v] Il M ) Show Messages &
Processed | Methad | =]
=] POST g
@ POST
@ POST
e POST
@ RS @ Cancel || Reset || Start Scan
GET Le) ( Cancel J| Reset | | SCOPE
(=] GET T Ritpe 0 Urcatorge net/donate/ndex. php7aroup 1d=23067 &Token—0651aa. . OUT OF SCOPE
@ GET hittp: /11 72.20.0.103/unicornscanfindex.php?sessid=WDtyrQ= »
® GET hittp://172.20.0.103/unicorns canfindex.php?sessid=WOt
@ GET hittp: /1 72.20.0.103/unicorns canfindex.php?sessid=WOt vt K4
Alerts RO 3 6 RO Current Scans 0 D 0 @0 ¥o0 0 Lo o

Click on the Policy tab, and set everything to Low. Then hit the Go buttons. Then Start Scan.



Applications + Sun Nov 27, 17:08®

Kali Linux Kali Docs i ¥ it-DB JAlrcrac.

Index of /

File Edit View Analyse Report Tools Online Help
(StandardMode ) (| W E & O @ B8 OEE 4 6P 2 XX@ER oM@
[% quick Start # | = Request | Responses= | 4 |

QEE

5 conterts i/ Welcome to the OWASP Zed Attack Proxy (ZAP)

(& Default Context ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.
v @ M Sites

Please be aware that you should only attack applications that you have been specifically been given permission to test.

| ¥ GETibase
© GET:beef
© base

 GET:beef(N) URL to attack: | http:/f @ Select.
# GET:beef(M) | 4 attack || M stop

# GET:besf(3) Progress:  Not started
# GET:beef(D)

 beef
[] # % GET:docs
> icons
| # ¥ GETirobots.tut

[ = History | % search | ¥ Alerts | | Output | # spider | 2 Active Scan # % | &

To quickly test an application, enter its URL below and press 'Attack",

For a more in depth test you should explare your application using your browser or autemated regression tests while proxying through ZAP,
See the help file for more details v
v v

) New Scan  Progress: | 0: http://172.20.0.103 || 01 [] 7| 2% Current Scans:1 = Num requests: 800 5
Id | Req. Timestamp | Resp. Timestamp | Method | URL | code | Reason | RTT | Stze Resp. Header | size Resp. Body 5]

3,856 27/11/16 17:08:29 27711/16 17:08:29 FOST Fittp://172.20.0.103/0late/detalls, phpzcm 200 OK 28 ms 347 bytes T.52 KB ]

3,857 27/11/16 17:08:29 27111/16 17:08:29 POST http:4/172.20.0.103/olate/details. php2cmd=addco... 200 0K 25 ms 347 bytes 7.52 kiB

3,858 27/11/16 17:08:29 27111/16 17:08:29 POST http:4/172.20.0.103/olate/details. php2cmd=addco... 200 OK 24ms 347 bytes 7.52 kiB

3,859 27/11/16 17:08:29 27/11/16 17:08:29 GET http:#/172.20.0.103/olate/recommend.php?file=thi 200 OK 156 ms 146 bytes 2.7 KiB

3,850 27/11/16 17:08:29 27/11/16 17:08:29 POST http:/4/172.20.0.103/olate/details. php?cmd=addco... 200 OK 21 ms 347 bytes 7.52 kiB

3,861 27/11/16 17:08:29 27/11/16 17:08:29 POST http://172.20.0.103/olate/details. php?cmd=addco... 200 OK 23ms 347 bytes 7.52 kiB

3,862 27/11/16 17:08:29 27/11/16 17:08:29 POST http://172.20.0.103/olate/details. php?cmd=addco... 200 OK 2zms 347 bytes 7.52 KiB

3,863 27/11/16 17:08:29 27/11/16 17:08:20 POST http://172.20.0.103/olate/details. php?cmd=addco... 200 OK 22ms 3247 bytes 7.52 kiB

3,864 27/11/16 17:08:20 27/11/16 17:08:29 POST http:/4/172,20.0.103/0late/details. php?cmd=addca. 200 OK 22ms 347 bytes 7.52 KiB

3,865 27/11/16 17:08:29 27111/16 17:08:29 POST http://172,20.0.103/0late/details. php?cmd=addca. 200 OK 23 ms 347 bytes 7.52 KiB v
Alerts B0 Fi3 U6 WO Current Scans 0 A1 @0 o

Attack in motion.

Ubuntu Desktop

Edit yiew An
Standard Mode | ». - J =] &, e % @ v @
@ sites | + | {14 quick star # | = Request | Responses= | & |
Firl=]=]
v 5 contents Welcome to the OWASP Zed Attack Proxy (ZAP)

i Default Context ZAP is an easy to Use integrated penetration testing tool for finding winerabilities in web applications,

Please be awara that you should only attack applications that you have been specifically been given permission to t
T quickly test an application, enter its URL below and press ‘Attack

™ GETibeef !

Mbase

™ GET:beef(N)

™ GETbe |5 astack

# GETibes Vot started

# GETibeel(D)

URLto attack: hitpiff | @ select
Progress: Mot started

For a more in depth test you should explore your application using your browser or automated regression tests while proxying through ZaP,

See the help file for more detalls

i
Output | 8 spider [P activeseanta] + |
X New Scan  Progress: | O: hitp:#/172.20.0.103 =) [ [ B E 2% Cument Scans: 1 * Num requests: 1967
Req, Timestamp Resp, Timastamp wethod URL Reasen RTT Ske Resp, Header Size Resp. Body
3,057 T/TI/I6 [7:08:33 ZHIII6 170833 FOST et 7172 20.0. L0 3ol atelreport. phptile=4 200 Ok Fome 47 Byte 6L KB
4,053 27/11/16 17:08:33 27/11/16 17:08:33 POST http://172.20.0.103/ol i 200 2ms 146 bytes 5.24 KB
4,050 2 6 271116 17:08:33 POST hitp:/172.20.0.103olate/report. phpThie: 200 27ms 347 bytes 1.81 ki
4,055 2711061 POST 146 bytes 5.24 KB
4,056 517 271116 17:01 PoST Y port,phpatie 200 7 me 347 bytes 1.81 KB
4,057 :33 27/11/16 17:08:33 POST 200 146 bytes 5.28 KiB
4,058 : 2711116 17:08: PoST i 347 bytes 1.81 kB
4,059 27/11/16 17:08:33 27/11/16 17:04 POST hittp:#172.20.0.103/ol T 7 4 347 bytes 1.8L KiB
271116 17:08:33 2711016 17:08:33 POST hitpill 72.20.0.103fclate/recommend phpTfle=4 200 © ES 146 bytes 5.3 KB
4,061 6 17:08:33 27/11/16 17:08:33 POST ttp://172.20.0.103/ e/report.phpitile=4 347 bytes 1.BL KiB A
3 6 RO Current Scans G0 ) 1 D0 #0 /0 @0 #0

& 2= i O @ ® Right Ctrl
)

Starting to see some results. You can see | have DVL in the back ground with top open in a terminal
watching the CPU utilization.
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(Standard Mode [v] | | L &
+
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o e, =
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EEE ODE &7V @b »

[+ quick Start # | = Request | Response= |

GEGE
¥ 5 contexts
7] Default Context

u ¥ GET:beef
" ¥ base

# GET:beefiN)
# GET:beef(M)
" # GET:beef(s)
# GET:beef(D)

Welcome to the OWASP Zed Attack Proxy (ZAP)

ZAP Is an easy to use Integrated penetration testing tool for finding vulnerabilities in web applications.

Please be aware that you should only attack applications that you have been specffically been given permission to test.

To quickly test an application, enter its URL below and press 'Attack",

URL to attack: | http:/f

| 4 attack || M stop

Not started

Progress:

> P # beef
Ll % GET:docs For amore in depth test you should explore your application using your browser or automated regression tests while proxying through ZAP.
» [ icons
[ f % GET:robots.ox See the help file for more details.
% § GETisitemap.mi 4
[ = History | % search [[Falerts #]| | | output | # Spider | 2 Active Scan | 4

Qe

v [ Alerts (18)
» B Cross Site Scripting (Reflected) (41)
» (i ™ External Redirect
> [ ™ Path Traversal
> & P Remote File Inclusion
» [&5 P Remote 0S Command Injection
» (& ® sQL Injection (5)
> [ P server side Include (2)
» (& Application Error Disclosure (201)
» (& P Directory Browsing (42)
> [ 2 Parameter Tampering (12)
Aerts 7 5 96 RO

Full details of any selected alert wil be displayed here.
You can manually add alerts by right clicking en the relevant line in the history and selecting ‘Add alert',

You can also edit existing alerts by double clicking on them.

Current Scans 0 D 0 @0 0 0 L0 #o

The scan is finally done.

Plac:

Applications v

]| Offensive Secur

Elle Edit View Analyse Report Tools Online Help
[Standard Mede (=] | | L | W
+

=LY

On my laptop, this took over an hour to run.

Sun Nov 27, 17:55®

=

OE &7V @k F @ %
[& Quick start # | = Request | Respanse<= | 4

LEIE

¥ 5 contexts
[ Default Context
o sites

© GET:base
© GETibeef
# base

" % GET:beef(N)
# GET:besf(M)
# GET:heef(s)
" # GET:beef(D)

b % beef
[] @ #GETidocs
> icons

| ] W # GET:rabots.txt
I GET:sitemap.xml

Welcome to the OWASP Zed Attack Proxy (ZAP)
ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.

Please be aware that you should only attack applications that you have been specffically been given permission to test

To quickly test an application, enter its URL below and press ‘Attack',

URL to attack: | http:/f

| 4 attack Bs

Not started

elect

Frogress:

For a more in depth test you should explore your application using your browser or autamated regression tests while proxying through ZAP
see the help file for more details.
v

[ = History | & search [0 alerts #

output | 4 spider | D Active Scan | 4

Qe

» [ P Application Error Disclosure (201)

» (& Directory Browsing (42)

» (&5 P Parameter Tampering (12)

> (5 P Session ID in URL Rewrite (115)

> & P X-Frame-Options Header Not Set (998)

» (& 7 Cookie No HttpOnly Flag (559)

» [ " Password Autocomplete in Browser (98)

> [ v Private IP Disclosure (27)

» (B 7 Referer Exposes Session D (105)

» (& Web Browser X35 Protection Not Enabled (1011)

> [ P X-Content Type-Options Header Missing (1043}
Alerts W7 5 6 O

Full details of any selected alert will be displayed here.
You can manually add alerts by right clicking on the relevant line in the history and selecting ‘Add alert’

You can also edit existing alerts by double clicking on them.

v

Current Scans €0 2 0 ©0 %0 ,°0 440 #HO

Click on the Alerts tab.
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Eile Edit View Analyse Report Iools Online Help
(StandardMode jw) || E M g & J2E D@9 N
— || Cross site Scripting (Reflected)] NI
URL: hittp:#172.20.0.L03/webexploitation_package_02/cyph
4 E1E
= 1 Risk: (High
¥ 5 Contexts 3 1y
7] Default Context confidence: Low
Parameter: login
Attack: "=<seript=alert(1); </script= path=/
u # GET:beef Evidence;  “<script=alert(1);</script> t-check=0, pre-check=6
> '
L ® & base ewE D |
O # GET:beefi(N) E
 GET:beef(M) WASC ID: ssword FROM cyphor_users WHERE nick='["<scriptsalert (1); £/sCripts’ <hr>
G ) SQL syntax; check the nanual that corresponds to your MysQL server version for the
| ® % GET:beef(s) Description LAt Tine 1)<bre
|| P & GET:beef(D) dninadomain.ext</a=] and specify the exact error message.<br=
> P % beef Cross-site Seripting (XSS) is an attack technique that involves e
o @ GeTdocs attacker-supplied code into a user's browser instance. A browse
= ' instance can be a standard web browser client, or a browser ob
] ® % GETirobots.tit R
{2 # GETisitemap.xml g |
[ = History | % search [ [ alerts # | | output | # Spider | 2 A
@ @ Cross [ Iy
(5 P Cross Site Scripting (Reflected) (41) | R o tion: Age_02fcyphor/index,php
103/webexploitation_packafi M
[ POST: http:#172.20.0.103/webexploitation_packar”| Confidd | Phase: Architecture and Design
POST: hittp://172.20.0,103/webexploitation_packal | Parami || Use a vetted library or framework that does not allow this weak
[ GET: hitp#172,20.0,103f0lateffles phprcat~5&c| | ARack] | occur or provides constructs that make this weakness easier to
[ GET: http:4/172.20.0.103/olateffiles. php? cat=56c Eu‘éﬁ‘g aef,
[ GET: http:/1.72.20.0.103/phpmyadminfindexphp? | oo peerence
LJ GET: hittp://172.20.0.103fwebexploitation packad] || ‘pegc| | httpissprojects.webappsec, org/Cross Site-Scripting 3
[ GET: hittp://172.20.0.103AWebexploitation_packag | | ksin b b momdos i 20 o r
POST: http://172.20.0.103/webexplaitation packa(v| || Cro cancel | | save | fkersupplied code into a user's browser instance. A browser instance can be a standard 4
< W3 h as the browser within WinAmp, an RSS reader, or an email client. The code itself is 4
Alerts 7 5 6 RO Current Scans &0 D 0 @0 0 0 L0 #o

Elle Edit View Analyse Report Tools Online Help

(Standardmode v (1 B M 2 & & 2@ B

=R = =]

LEIE
¥ 5 contexts A
(&) Default Context
v @ M sites

OC D =09 Tl

# GET:heef

# base

" % GET:beef(N)

# GET:beef(M)

# GET:beef(s)
" # GET:beef(D)

> [ A 8 beef

[7 ™ #GETdocs
> icons
[] M ® GETrobots.tut
% GETisitemap.xml v
[ = History | & Search [ [ alerts # | | output | & Spider | ) Active Scan TJ-
Qe External Redirect |

» [ P Cross Site Scripting (Reflected) (41) | URL:

v (& P External Redirect Risk:
e | (confidence:

» (5 W Path Traversal Parameter:

> [& P Remote File Inclusion iz

> (& P Remote 0S Command Injection Eegiizimer

» & P 5QL Injection (5) ;‘X;?D

> [ ™ server Side Include (2) e

> [ ™ application Error Disclosure (201)
» (&5 P Directory Browsing (42) v URL redirectors

reasons and is o

e Jy;

Sun Nov 27

Expand on the first vulnerability. Dig through the details. This information is great for ruling out false
positives.

External Redirect { I
URL: http://172.20.0.103/webexploitation_package_02/phpl
Risk: [ High |

Iy
Corfidence: |Medium
Parameter; forwarder
Attack 7289944144925798856,0wasp. org
Evidence:  7280944144925708856.0wasp.org
. v
CWE ID: L
WASC ID:
Description:
URL redirectors represent commen functionality employed by we
request to an alternate resource. This can be done for a variety
allow resources to be moved within the directory structure and t
Gther Info:
The response contains a redirect in its Location header which a
I A

Solution:

Assume all Input is malicious. Use an *accept known good" inpui
whitelist of acceptable inputs that strictly conform to specificati
not strictly conform to specifications, or transform it into somett

Reference:

http:/fprojects.webappsec.org/URL-Redirector-Abuse ]| -

G| Save | Pming request to an alternate resource. This can be done for a variety of [‘ -

Alerts 7 5 6 RO

/madules.php?name—Surveys

land to avoid breaking functionalty for users that request the resource at its

Current Scans §0 2 0 @0 %0 0 440 #o

Continue exploring the vulnerabilities.
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Eile Edit Yiew Analyse Report Tools Online Help

(Standard Mode EdmpES 200 B0 DnE
@EEE
¥ (5 Contexts A

[ Default Context

E=EAN =

# GET:beef(D)
# beef
L] w % GET:docs
» [icons
U] @ # GETirabots.txt
i ¥ GET:sitemap.xml v

[ = History | % search | [ Alerts # | | output | # Spider | ) Active Scan TJ
@

Path Traversal

> [ ™ Cross Site Scripting (Reflected) (41) & | URL:

» [ W External Redirect Risk:

¥ 55 W Path Traversal Confidence:;
Parameter:

> & P Remote File Inclusion Attack:

» (& ™ Remote 05 Command Injection Evidence:

» [ " QL Injection (5) (£ Tk
WASC ID

> [ P server side Include (2) e S

» (&5 7 Application Error Disclosure (201)
» (& P Directory Browsing (42) The Path Traver:

< An attacker may!

Parameter: forwarder
Attack: modules.php
# GET:beef Evidence:
# base
# GETibeef(N) s | Gt
# GET:beef(M) WASC ID:
# GETibeef(s) Description:

Sun Nov 27, 17:57#

Path Traversal N
URL: http://172.20.0.103/webexploitation_package_02/phpi
Risk: | High

Confidence: |Medium

The Path Traversal attack technique allows an attacker access {
commands that potentially reside outside the web document ror
manipulate a URLin such a way that the web site will execute or

Other Info:

Solution:

Assume all input is malicious. Use an *accept known good" inpul
whitelist of acceptable inpuits that strictly conform to specificatic
not strictly conform to specifications, or transform it into somett

Reference:
http: fprojects.webappsec. org/Path-Traversal T

Cancel Save

=
Iy

Ba-1-

iter 4

I A

modules.php?name=Surveys

ommands that potentially reside outside the web document root directory.  *

he contents of arbitrary fles anywhere on the web server. Any device that | || ¥

Alerts BI7 R5 6 RO

Current Scans &0 ) 0 @0 0 0 L0 #o

Elle Edit View Analyse Report Tools Online Help

(Standard Mode v [ ] & |l M |

& =)

=

LEIE
¥ (5 contexts .

(&) Default Context
o Sites

© GET:base
# GET:heef
@ base
# GET:beef(N)
# GET:beef(M)
# GET:beef(s)
# GET:beef(D)
L W % beef

[ # #GETidocs
» [icons

[] W # GET:robots.txt

{4 GETisitemap.xml v

[ = History | % search | [l Alerts # | | output | # Spider | ) Active Scan TJ
e

o Reoome Tl

@

2

Remote File Inclug

» [ P Cross Site Scripting (Reflected) (41) | URL:

> [ ™ External Redirect Risk:

» (@ w path Traversal Confidence:

¥ 55 M Remote File Inclusion Parameter:
Attack:

» (& P Remote 05 Command Injection Bz

» (& ™ 5QLInjection (5) EWELD)
WASC ID

> [ ™ server Side Include (2) PreEEr GG

> [ ™ Application Error Disclosure (201)

» &5 P Directory Browsing (42) Remote File Incly

3 v parameter value,

Sun Nov 27, 17:57®

Risk: [ High [’A
confidence: |Medium [
Parameter:  forwarder

Attack: http: [fwaw. google. com/

Evidence:  <title>Google<title=

CWE ID:

WASC ID:

Description:

Remete File Include (RFI) is an attack technique used to exploit
mechanisms in web applications. When web applications take us
ete.) and pass them into file include commands, the web applice

Other Info:

Solution:

Phase: Architecture and Design
When the set of acceptable objects, such as filenames or URLs,
mapping from a set of fixed InpLt values (such as numeric IDs) ¢

Reference:

http: fprojects.webappsec.org/Remote-File Inclusion
http: ffowe. mitre.org/data/definitions/98. html

&
v

Cancel Save

Alerts 7 5 6 RO

| A
ort/accounts/answer/1516577h1=en for more info. "
v
E
lbge’ lang="en"s<head=<meta content= Iy
k5 and nore. Google has nany special features to help you find exactly what
e="robots"><meta conten
prop="inage"><Link href="/inages/branding/product/ico/googleq lodp.ico"
r-etitlesGoogles/titles  <script>(function(){vindow.google={KEL:
. 0268, 4041775, 4043041, 4043492, 4044543, 4045096, 4045293, 4045841, 404
[BO. 4049063, 4050750, 4051887, 405 4, 4056126, 4056682, 4058016, 40§9E1 4061666
068550, 4068560, 4069829, 40698 JOGDSJO 4070140, 4071387, 4072270,
[0, 4076999, 4077776, 4078438, 4078456, 4078588, 4079103, 4079894, 4080167, 4@8@4/: v
i A
modules.php?name=surveys
hanisms in web applications, When web applications take user input (URL, ~ *
ight be tricked into including remete files with malicious code, Ll
Current Scans 0 2 0 @0 #o 0 L0 #o




More on Remote File Inclusion.

o V) o
Eile Edit View Analyse Report Iools Online Help
StandardMede ) || M 2 & JO2E @@ i A
]
Ssies| + Remote 05 Command Injection
E— URL: http://172.20.0.103/unicorns canfindex. php?action=vie
GEE P php
= Risk: |High
¥ (5 Contexts [&] 14 D
(@) Default Context ™ |pg | confidence: Medium N
v @ P sites i Parameter;  action
| ® GET:base = | attack viewdata: start-sleep 5 5 kso+I=; path=/
] # GETibeef [ evidence: pre-check=0
> @ fibase F; v
[] ™ # GET:beef(N) | eE b
|1 P # GET:heef(M) 6| wasc D
| # GETibeef(s) Description:
|| P # GET:beef(D)
> P beef Attack technique used for unauthorized execution of operating
| @ GETidocs attack is possible when an application accepts untrusted input
» & icons system commands in an insecure manner involving improper dat
[} ® % GETirobots.bt L
A % GETisitemapaml I Gther Info:
[ = History | % search [ [alerts # | | output | % Spider | ) Active Scan Tj
[*] Remote OS Comm [a
™
» [ ™ Cross Site Scripting (Reflected) (41) [a] uRL: e a%3Bstart-sleep+-5+5
> (5 ® External Redirect Risk: ( -
> (@ Path Traversal Confidence: If at all possible, use library calls rather than external processes
» [ ™ Remote File Inclusion Parameter: desired functionality,
v (5 M Remote 05 Command Injection Attack: o o ) N
I GET: http://172.20.0.103/unicornscan/index. php? E\V";ée‘”;e‘
» (& P SQL Injection (5) Reference:
> [ ™ server side Include (2) s
Description Hewe.mitre. )
» (& P Application Error Disclosure (201) p hittp: flewe.mitre, orgfdata/definitions/78, html
» & v Directory Browsing (42) Attack techniqua Cancel | | save | fttackis possible when an application accepts untrusted input to build L
< operating syste ;J ;J and/or improper calling of external programs, v
Merts W7 5 6 WO Current Scans &0 ) 0 @0 #o o

More on Remote OS Command Injection.
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SqL Injection

Eile Edit Yiew Analyse Report Tools Orline Help
- - o URL: http://172.20.0.103/webexploitation_package_02fjoomlal 07 /index php?itemid=2&id=9&imit=3-2&limitstart=1&option=com_contentétas | -
[Standard Mode ¥ EdmiE & S22 =6
| |Risk: [ High b
+
S— Confidence: | Medium
GEGE
Parameter; limit
¥ 5 contexts 2 ry
7 Default Context ALt 32
Evidence:
CWE ID:
u ¥ GET:beef WASC ID:
> " ¥ base X
= Description: v
O # GET:beefi(N) E
] m @ GET:beef(M) SQL injection may be possible. |
] % GET:beef(s)
O # GET:beef(D)
"l et Other Inf
[ ™ ®GETidocs (AT linieh
* Eicons The ariginal page results were successfully replicated using the expression [3-2] as the parameter value
[] m #cE The parameter value being modified was NOT stripped from the HTML output for the purposes of the comparison
i # GET: 2 v
[ = History | & search [ [ Alerts # ] | output I*Sp\derf —
e s | ] x
Do not trust client side input, even if there is cliert side validation in place
» (& P Remote File Inclusion Al In general, type check all data on the server side, lew
» (5 Remote 05 Command injection Ri|| e application use2 oBC, use rparedSiatemant or Collablestatement,wih paraneters passed by 7
¥ (& P SQL Injection (5) i
pd| Reference
POST: http:/f172,20.0.103/webexploitation_packa | A
= - ttps: S, 0WaS p. orgindex, php/Top_10_2010-A1
[ GET: hitp://172.20.0.103/webexploitation_packag E Ditps:ifwin. oWasp. org/inder php/Top. ki e ol L]
GET: hitp://172.20.0.103/webexploitation_packag
g n Wi cancel | | save
[ PasT: httpi172.20.0 103webexploitation packal | fessmpmamm Lcancel J | save )
> & 7 server Side Include (2)
» (& P Application Error Disclosure (201) v 5QL injection may be possible,
< - v
Alerts 7 5 6 RO Current Scans &0 D 0 @0 0 0 L0 #o

Applications v P Sun Nov 27, 17:58®

@ e 172.20.0.103

@& Most Visitedv ]| Offensive Security — Kali Linux — Kali Dc

SQL Injection

URL: http://172.20.0.103/webexploitation_package_02/joomlal07/index.php?itemid=25&id=7&option=com_content&sectionid=3&tas

Eile Edit View Analyse Report Tools Online Help Risk: | High
(Standardmode v (1 B M 2 & & 2@ B Confidence: | Medium
Parameter;  sectionid
e 5 Attack: 5-2
v 57 contexts 1] | |Evidence: 2 <
(&) Default Context Di || CWE ID:
v @ M sites S
| wasc i:
E
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A POST action for SQL Injection.
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Medium findings, Application Error Disclosure.
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If you have an https sites that requires authentication, right-click on the IP address, Include in Context,
and New Context.
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Add your credentials here and hit the button Add.

Conclusion

By following this narrative, you’ve successfully run a web scan against a very vulnerable server with a lot
of findings to explore and take to the next level with actively exploiting, and if you are wise,
understanding how to close on the web servers side. There is more to do here. | recommend if you
have 2 network interfaces on your Kali Linux virtual machine, i.e. one for NAT and one for Host-only, to
disable the NAT interface when you are not updating the server. This takes discipline. But, this action
will make sure you don’t have stray packets going out to web sites that might press legal charges against
you when they discover them and turn those over to law enforcement. The choice is yours; | prefer to
error on the side of caution.




